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Abstract— Electricity theft is a major challenge for power 

utilities because fraudulent consumption can increase non-

technical losses, reduce revenue, and affect the accuracy of 

electrical energy accounting in smart-grid environments. The 

availability of smart meters and Advanced Metering 

Infrastructure (AMI) provides detailed time-series electricity 

consumption data that can be utilized for automated 

identification of abnormal consumption patterns. In this 

research, a Convolutional Neural Network (CNN)-based deep 

learning model is developed for smart meter electricity theft 

detection. The proposed approach utilizes historical smart-

meter electricity consumption data and applies data 

preprocessing, normalization, and relevant feature preparation 

before model training. The CNN model is designed to extract 

important local patterns and variations from electricity 

consumption sequences and classify consumers into normal 

and potentially fraudulent categories. The developed model is 

evaluated using standard classification performance measures, 

including accuracy, precision, recall, F1-score, and confusion 

matrix analysis. The framework aims to improve the 

identification of complex electricity theft patterns while 

reducing dependence on manual inspection and predefined 

detection rules. The proposed CNN-based approach can 

provide an efficient and scalable solution for automated 

electricity theft detection and support power utilities in 

reducing non-technical losses, improving energy monitoring, 

and strengthening the reliability and security of modern smart-

grid systems. 

Keywords: Smart Meter, Electricity Theft, CNN, Deep 
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I.  INTRODUCTION  

Smart meter electricity theft detection has become an 
important research area in modern electrical power systems 
because electricity theft contributes significantly to non-
technical losses and affects the financial and operational 
performance of power utilities. Unauthorized electricity 
consumption can occur through meter tampering, meter 
bypassing, illegal connections, or manipulation of metering 
equipment, resulting in a difference between the actual 
energy supplied and the energy recorded by the meter. Such 
discrepancies can affect electricity billing, energy 
accounting, distribution-system planning, and utility 
revenue. The development of smart meters has provided an 
opportunity to continuously monitor electricity consumption 
and identify abnormal consumption behavior using recorded 
electrical load data [1]. 

Smart meters are an important component of Advanced 
Metering Infrastructure (AMI), enabling utilities to obtain 
electricity consumption measurements at regular time 
intervals. These measurements provide detailed information 
about the electrical load profile of individual consumers and 
can be analyzed to identify unusual changes in consumption. 
Unlike conventional meter inspection methods, smart-
meter-based detection can support automated monitoring of 
a large number of consumers simultaneously. This 
capability is particularly useful for modern distribution 
systems where the number of connected consumers and the 
volume of electricity consumption data are continuously 
increasing [2]. 

Electricity theft detection is challenging because 
fraudulent consumption patterns may be similar to 
legitimate variations in household electrical demand. 
Residential electricity consumption changes according to 
appliance operation, occupancy, time of day, weather 
conditions, seasonal requirements, and consumer behavior. 
For example, a sudden decrease in electricity consumption 
may indicate unauthorized usage, but it may also result from 
a consumer being away from the premises. Similarly, high 
electricity consumption may be completely legitimate when 
air conditioners, water heaters, pumps, or other high-power 
appliances are operating. Therefore, reliable detection 
requires the analysis of consumption behavior over a 
suitable time period rather than relying only on individual 
meter readings [3]. 

Traditional electricity theft detection generally depends 
on physical inspection, predefined rules, threshold-based 
methods, and statistical comparison of electricity 
consumption. Physical inspection can identify meter 
tampering but requires substantial manpower, time, and 
operational cost. Rule-based methods are relatively simple 
to implement but are usually designed for known theft 
conditions and may not perform effectively when new forms 
of electricity theft appear. Statistical techniques can identify 
deviations from expected consumption, but their 
performance may be affected by the nonlinear and time-
dependent characteristics of residential load profiles. These 
limitations have encouraged the use of intelligent data-
driven approaches for automated smart-meter electricity 
theft detection [4]. 

Machine learning techniques provide an alternative 
approach by learning the relationship between historical 
electricity consumption patterns and known normal or 
fraudulent conditions. Classification algorithms can analyze 
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smart-meter measurements and assign consumption records 
to legitimate or suspicious categories. Such approaches can 
reduce dependence on manual inspection and enable utilities 
to prioritize consumers requiring further investigation. 
However, smart-meter electricity consumption is 
fundamentally a time-series phenomenon, and important 
information about fraudulent behavior may be distributed 
across multiple consecutive measurements. Therefore, 
detection models need to capture meaningful patterns from 
sequential electrical consumption data rather than 
considering individual observations independently [5]. 

The increasing availability of large-scale smart-meter 
datasets has further encouraged the application of deep 
learning techniques to electricity theft detection. Deep 
learning models can automatically learn complex and 
nonlinear representations from electricity consumption data 
and reduce the requirement for extensive manual feature 
engineering. This capability is particularly useful when theft 
patterns are difficult to describe using predefined 
mathematical rules. Deep learning can analyze variations in 
active power and energy consumption and identify patterns 
that differ from normal consumer behavior. Consequently, 
deep learning-based approaches have become an important 
direction for automated electricity theft detection in smart-
grid environments [6]. 

Convolutional Neural Networks (CNNs) are particularly 
promising for smart-meter electricity theft detection because 
their convolution operation can extract meaningful local 
patterns from structured electricity consumption data. A 
sequence of smart-meter measurements can be represented 
in a suitable input format so that the CNN can identify local 
changes, fluctuations, and characteristic consumption 
patterns. Convolutional layers can progressively learn 
important features from the input electrical load profile, 
while subsequent classification layers can use these features 
to distinguish between normal and potentially fraudulent 
electricity consumption. This capability makes CNN-based 
approaches suitable for analyzing complex smart-meter load 
patterns [7]. 

The preprocessing of smart-meter data is another 
important component of electricity theft detection. Real-
world smart-meter datasets may contain missing 
observations, measurement noise, abnormal readings, and 
inconsistent data. Furthermore, electricity theft datasets 
commonly suffer from class imbalance because legitimate 
consumption records are generally much more numerous 
than confirmed theft cases. If these issues are not 
appropriately addressed, a detection model may become 
biased toward normal consumption and fail to identify 
fraudulent cases. Therefore, data cleaning, normalization, 
feature preparation, and suitable data-balancing techniques 
are important for improving the reliability of smart-meter 
electricity theft detection models [8]. 

Another major challenge is maintaining a low false-
positive rate while detecting a high proportion of actual theft 
cases[9]. A false positive occurs when a legitimate 

electricity consumer is incorrectly classified as a potential 
electricity thief. Such incorrect classification can lead to 
unnecessary field inspections, increased operational 
expenditure, and inconvenience to consumers. At the same 
time, failure to detect actual theft can result in continued 
financial losses for utilities. Therefore, an effective smart-
meter electricity theft detection model must provide an 
appropriate balance between detection capability, precision, 
recall, and false-positive reduction. This requirement 
becomes increasingly important when automated detection 
systems are deployed across large distribution networks 
[10]. 

II. METHODOLOGY 

 

Figure 1: Flow chart 

The proposed framework is designed to detect electricity 
theft from smart-meter electricity consumption data using a 
Convolutional Neural Network (CNN). The complete 
process starts with the collection of smart-meter data, 
followed by preprocessing, feature extraction, CNN-based 
learning, classification of consumers, and performance 
evaluation. 
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Step 1: Smart Meter Electricity Dataset 

The first step is to obtain electricity consumption data 
recorded by smart meters. The dataset contains historical 
electrical consumption measurements of different 
consumers. These measurements represent the electricity 
usage pattern over different time intervals and provide the 
basic information required to identify normal and potentially 
fraudulent consumption. 

The input data can be represented as: 

X = {x1, x2, x3, ..., xn} 

where x represents the recorded electricity consumption 
value and n represents the number of observations. 

Step 2: Data Preprocessing 

The collected smart-meter data may contain missing 
values, duplicate records, measurement noise, and values 
with different numerical ranges. Therefore, preprocessing is 
performed before applying the CNN model. 

The main operations include: 

• Missing-value handling  

• Duplicate removal  

• Noise removal  

• Data normalization  

Normalization can be performed using the Min-Max 
method: 

X' = (X - Xmin) / (Xmax - Xmin) 

where X is the original value, Xmin and Xmax are the 
minimum and maximum values, and X' is the normalized 
value. 

This step improves data consistency and allows the CNN 
model to process the electrical consumption data more 
effectively. 

Step 3: Feature Extraction 

After preprocessing, useful characteristics are extracted 
from the smart-meter electricity data. The objective is to 
identify consumption patterns that can help distinguish 
normal electricity usage from suspicious or fraudulent 
usage. Depending on the available dataset, features may 
Electricity consumption, Active power, Reactive power, 
Voltage, Current, Time-based consumption patterns. The 
extracted features are then provided as input to the CNN 
model. 

Step 4: Dataset Labeling 

The processed data are classified into two basic 
categories: 

Normal Consumer → 0 

Theft/Fraudulent Consumer → 1 

The labels provide the CNN model with the information 
required for supervised learning. During training, the model 
learns the relationship between the electrical consumption 
features and their corresponding class labels. 

Step 5: Train-Test Data Split 

The labeled dataset is divided into training and testing 
subsets. In the proposed framework, 80% of the data are 
used for training and 20% for testing. The training data are 
used to teach the CNN model the characteristics of normal 
and fraudulent electricity consumption. The testing data are 
kept separate and are used later to determine how well the 
trained model performs on previously unseen smart-meter 
observations. 

The division can be represented as: 

D = Dtrain + Dtest 

where Dtrain represents the training dataset and Dtest 
represents the testing dataset. 

Step 6: CNN Model 

The CNN is the main deep learning component of the 
proposed framework. The prepared smart-meter data are 
supplied to the CNN input layer. The convolutional layers 
then identify important local patterns and variations within 
the electricity consumption data. 

A simplified convolution operation can be expressed as: 

C(i) = Σ X(i + k) × W(k) + b 

where X represents the input electricity consumption 
data, W represents the convolution filter, b is the bias, and 
C(i) represents the extracted feature. 

The CNN architecture in the flowchart performs feature 
learning followed by classification. 

Step 7: Electricity Theft Classification 

The features learned by the CNN are passed to the 
classification stage. The final output determines whether the 
analyzed electricity consumption pattern belongs to a 
normal consumer or a potentially fraudulent consumer. 

For binary classification, the sigmoid function can be 
used: 

P = 1 / (1 + e^(-z)) 

where z represents the output of the final neural-network 
layer and P represents the probability of the consumer 
belonging to the theft class. 

For example, a probability closer to 0 indicates a 
normal-consumption class, while a probability closer to 1 
indicates a potential electricity-theft class. 

Step 8: Performance Evaluation 

Finally, the performance of the CNN-based electricity 
theft detection model is evaluated using classification 
metrics. The main metrics shown in the framework are: 
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Accuracy = (TP + TN) / (TP + TN + FP + FN) 

It represents the overall percentage of correctly 
classified consumers. 

Precision = TP / (TP + FP) 

It indicates how many consumers identified as theft 
cases are actually theft cases. 

Recall = TP / (TP + FN) 

It measures the ability of the model to correctly identify 
actual electricity-theft cases. 

F1 = 2 × (Precision × Recall) / (Precision + Recall) 

It provides a combined measure of precision and recall. 

ROC-AUC is also used to evaluate the model's ability to 
distinguish between normal and fraudulent electricity 
consumption across different classification thresholds. 

III. SIMULATION RESULTS 

The simulation results are performed using the python 
software.  

 

Figure 2: Dataset 

 The figure 2 is showing the dataset, which is taken from 
the Kaggle machine learning website. 

 

Figure 3: Variable explorer 

Figure 3 is showing variable explorer of the dataset. The 
Variable Explorer displays all variables generated during the 
implementation of the proposed CNN-based electricity theft 
detection model.  

 

Figure 4: Confusion matrix 

The figure 4 represents the Confusion Matrix which is a 

performance evaluation tool used to compare the actual 

class labels (Y_test) with the predicted class labels 

(Y_pred) generated by the CNN model. 
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Table 1: Result Comparison 

 
IV. CONCLUSION 

 
The study successfully demonstrates the effectiveness of 

a Convolutional Neural Network (CNN)-based deep 
learning model for smart meter electricity theft detection in 
modern smart-grid environments. The proposed framework 
uses the Power System Attack Dataset and applies 
appropriate preprocessing to improve data quality before 
model training. The CNN automatically extracts significant 
features from power-system operational data through 
convolution, activation, and pooling operations, reducing 
the dependence on manual feature engineering. The 
developed model achieved 95.23% Precision, 99.00% 
Recall, 97.56% F1-Score, and 97.56% Accuracy, with only 
2.44% Classification Error. Comparative results also 
demonstrate better overall performance than the 
Transformer-DW-MHC and Transformer-SW-MHC 
models. The high recall indicates strong capability in 
identifying actual attack events while minimizing missed 
detections. Overall, the proposed CNN framework provides 
an accurate, efficient, and scalable solution for electricity 
theft detection and can contribute to reducing non-technical 
losses, strengthening smart-grid security, and improving 
reliable power-system operation.             
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