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ABSTRACT: Cyclic redundancy check (CRC) is an error-detecting code commonly used in digital networks. A CRC-enabled 

device calculates a short, fixed-length binary sequence, known as the check value or CRC, for each block of data to be sent or stored 

and appends it to the data, forming a codeword. CRCs are based on the theory of cyclic error-correcting codes. The uses 

of systematic cyclic codes, which encode messages by adding a fixed-length, check value, for the purpose of error detection in 

communication networks. Cyclic Redundancy Check (CRC) plays a major role in data storage, communication systems and 

networking environment fields to detect errors. The speed of transmitting data with optimized design and algorithm utilization are 

the main challenges nowadays. This paper reviews about the error detecting and correcting code based on cyclic redundancy check.     
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I. INTRODUCTION 

The CRCs are specifically designed to protect against common types of errors on communication channels, where they 

can provide quick and reasonable assurance of the integrity of messages delivered. However, they are not suitable for 

protecting against intentional alteration of data. 

Firstly, as there is no authentication, an attacker can edit a message and recompute the CRC without the substitution 

being detected. When stored alongside the data, CRCs and cryptographic hash functions by themselves do not protect 

against intentional modification of data. Any application that requires protection against such attacks must use 

cryptographic authentication mechanisms, such as message authentication codes or digital signatures (which are 

commonly based on cryptographic hash functions). 

Secondly, unlike cryptographic hash functions, CRC is an easily reversible function, which makes it unsuitable for use 

in digital signatures.[1] As a result, even if the CRC is encrypted with a stream cipher that uses XOR as its combining 

operation (or mode of block cipher which effectively turns it into a stream cipher, such as OFB or CFB), both the 

message and the associated CRC can be manipulated without knowledge of the encryption key; this was one of the 

well-known design flaws of the Wired Equivalent Privacy (WEP) protocol.[2] Cyclic redundancy check (CRC) is an 

error-detecting code commonly used in digital networks and storage devices to detect accidental changes to raw data. 

Blocks of data entering these systems get a short check value attached, based on the remainder of a polynomial division 

of their contents. On retrieval, the calculation is repeated and, in the event the check values do not match, corrective 

action can be taken against data corruption. CRCs can be used for error correction.[3] 

 
Figure1: Error detection steps 

CRCs are so called because the check (data verification) value is a redundancy (it expands the message without adding 

information) and the algorithm is based on cyclic codes. CRCs are popular because they are simple to implement in 
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binary hardware, easy to analyze mathematically, and particularly good at detecting common errors caused by noise in 

transmission channels. Because the check value has a fixed length, the function that generates it is occasionally used as 

a hash function. 

The CRC was invented by W. Wesley Peterson in 1961; the 32-bit CRC function, used in Ethernet and many other 

standards, is the work of several researchers and was published in 1975. 

CRCs are based on the theory of cyclic error-correcting codes. The use of systematic cyclic codes, which encode 

messages by adding a fixed-length check value, for the purpose of error detection in communication networks. 

II. LITERATURE REVIEW  
 

N. N. Qaqos et al.,[2019]Cyclic Redundancy Check (CRC) assumes a significant job in information stockpiling, 

communication frameworks and networking condition fields to distinguish blunders. The speed of transmitting 

information with enhanced equipment utilization is the main difficulties these days. Hence, CRC calculation turns into 

a bottleneck for the framework implementations. The point of this work is to structure and actualize the CRC5 and 

CRC8 frameworks that are utilized for USB token bundle and ATM conventions, individually.[1]  

W. Liu, et al.,[2019] To maintain a strategic distance from the interference among Zigbee and WiFi channels, the 

controller assembles information way for both of them according to the frame type to be transmitted. The main 

modules/segments of the controller includes the frame encapsulation, transmission, receiving and filtering, the 

CSMA/CA calculation, the CRC check, the programmed affirmation transmission and the programmed frame 

retransmission function. The controller is functionally reproduced on Xilinx xc7z020 FPGA chip using Vivado 

Simulator.[2]  

Bajarangbali et al.,[2016] This work depicts the structure and improvement of altered CRC calculation for the 

equipment implementation on FPGA to meet the speed constraint for Ethernet, using the diminished lookup table 

calculation. This calculation can be applied for any length of information, by processing it in a square of 16 bytes one 

after another. The last square may have under 16 bytes. To process an input square of 16 bytes, the calculation first 

structures an improved table of pre-determined CRC. Corresponding to the input information, lookup from this table is 

done and the outcomes from the table lookup are combined by XOR operations to shape the final CRC of the input 

information. [3]  

R. O. S.Juan, et al.,[2016] Controller Area Network (CAN) convention uses Cyclic Redundancy Check (CRC) code as 

a self-correcting strategy to identify and address blunders. The main goal of this calculation is to utilize an elective 

mistake correction conspire which is called as the Hamming code, replacing the conventional CRC code. In addition, to 

perhaps increase the CAN's frame pace of the framework. The bit's positions of the repetitive bits 'r' and the bit floods 

of the frames from the start-of-frame (SOF) to the control bit frames are determine. These bits will be nourished into 

the excess bit controller to register for the essential r. The excess bit's positions are in intensity of 2, and will be 

determined using modulo-2 operation. This proposed technique is orchestrated using Xilinx Virtex-5 FPGA.[4]  

Z. Shen et al.,[2015] The readout electronics of calorimeter comprises of 16 bits of Actel ProASIC In addition to 

Streak based field-programmable gate array (FPGA), of which the plan level flip-flounders and inserted square random 

access memories (Slam) are single event upset (SEU) touchy in the cruel space condition. To follow radiation hardness 

assurance (RHA), SEU mitigation techniques, including incomplete triple modular redundancy (TMR), CRC 

checksum, and multi-domain reset are broke down and tried by the heavy-ion pillar test. Made out of staggered 

redundancy, a FPGA plan with the qualities of SEU resilience and low asset consumption is executed for the readout 

electronics.[5]  

P. Mathew, et al.,[2015] This work displays the equipment implementation of 2.4 GHz Narrowband Physical Layer 

for Wireless Body Area Network (WBAN) in light of IEEE 802.15.6-2012 standard. Significant building squares of 

PHY handset, for example, CRC, spreader, interleaver and scrambler were individually planned and integrated. To 

evade the inherent limitation of the information transmission and to accomplish higher unwavering quality particularly 

for restorative applications, BCH (63, 51, 2) encoder and decoder is integrated to the plan. Prior to modulation, 

spreading procedure is utilized and supports pi/2 DBPSK modulation. [6]  
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Z. Shen et al.,[2014] To accomplish most extreme SEU resistance with minimum asset consumption and speed 

degradation, engineering tradeoffs ought to be considered. Right off the bat, to the significant registers and Smashes, 

Triple Modular Redundancy (TMR) strategy is utilized to guarantee that the incentive after voter is right and if the 

qualities in three modules are extraordinary, the voter result will be composed back to modules to clean SEU mistakes. 

Plus, the three modules are physically put in various physical areas to maintain a strategic distance from Multiple Bit 

Upset (MBU). Besides, CRC checksum is utilized to check the accuracy of configuration information put away in 

Slam, which can be utilized as judgment of Smash reconfiguration. Furthermore, thirdly, the entire rationale is isolated 

into four sections with various reset signals, which makes it helpful to set the inactive parts into rest until the outside 

wake-up signals come. In the wake of using these methods in the rationale plan, an ion-bar testing is performed to 

assess the SEU resistance of FPGA rationale.[7] 

C. Chen, et al.,[2014] To ensure transport in the bank IC card against assaults, a novel transport security solution 

including two strategies are proposed in this work to secure AMBA (Progressed Microcontroller Transport 

Engineering), which is utilized for interconnection between the 32-bit CPU and memories or cryptographic calculations 

in the bank IC card SoC framework. These two countermeasures including power balance by using 8B/10B to encode 

transmitted information in the transport to neutralize power investigation, and by using CRC check to balance issue 

assaults on the transport. Both of the strategies have been mimicked and confirmed on FPGA board. [8]  

I. M. Safarulla et al.,[2014]The flaw detection framework comprises of a Lockstep conspire which depends on DWC 

method. Lockstep Plan identifies the nearness of mistake in the framework however neglects to point where center, 

blunder is available. The Flawed center is identified using RESO Strategy which depends on DWC-CED procedure. 

When the flawed center is recognized, adaptation to internal failure is accomplished using Shortcoming tolerant 

Configuration Engine and by Hamming strategy. Shortcoming Tolerant Configuration engine based on the PicoBlaze 

center, identifies the deficiency location using CRC technique and eliminates the mistake by frame based 

reconfiguration and is made flaw tolerant using triple modular redundancy (TMR). [9]  

T. Závodník, et al.,[2014] it is propose a novel way to deal with the computation of the CRC functions, usually 

utilized for bit blunder checking purposes when handling binary information. This methodology is intended for general 

hashing purposes in FPGA, for which the CRCs are usable too. The technique is suitable for applications which utilize 

equal inputs of fixed estimate and require high throughput, for example, hash tables. it is utilize the DSP squares 

present in current FPGAs to play out all the essential XOR operations, so our solution doesn't devour any LUTs. it is 

propose a Monte Carlo based heuristic to diminish the quantity of the DSP squares required by the computation. Our 

trial results show that one DSP square equipped for 48 XOR operations can supplant around eleven 6-input LUTs.[10]  

U. Quadri, et al.,[2013] The work shows a Field Programmable Gate Array based computerized rationale emulator 

equipped for implementing Boolean functions which shapes a stage for the plan of higher combinational and successive 

rationale circuits. A Wireless Sensor Hub has likewise been structured and executed to exhibit the functionality of the 

hub's transmitter, collector and main controller before the real sending. RTD Pt100 temperature sensor has been utilized 

alongside ATmega8L as an input to the transmitter. The FPGA implementation of the framework and the simulation 

aftereffects of the considerable number of modules have been displayed in support of the work.[11]  

A. Akagic et al.,[2012] it is available a technique for designing high-speed completely adaptable Cyclic Redundancy 

Check (CRC) quickening agents equipped for supporting wide scope of CRC guidelines. it is extend our past research 

with a module for generating substance of look-up tables, and it is plan new covered pipelined design. The resulting 

integration requires minimal asset and it guarantees quick table re-generating process. Our quickening agents 

accomplish highest throughput when contrasted with related work, with probability of additionally increasing 

throughput by extending the quantity of bits handled at once. On the Xilinx Virtex 6 LX550T board they occupy 

between 1-2% area to deliver limit of 289.8Gbps with BRAM, or between 1.6 - 14% of area for 418.8Gbps without 

BRAM.[12]  
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Table 1: Summary of literature survey 

 

S.No. Author Name Year of 

Publication 

Proposed Work Outcome 

1 N. N. Qaqos IEEE, 2019 Design and implement the CRC5 and 

CRC8 systems that are used for USB 

token packet and ATM protocols. 

The whole proposed architecture 

is functionally simulated and 

verified using the Xilinx ISE 9.2i. 

2 W. Liu IEEE, 2019 A multi-mode MAC-layer controller 

supporting IEEE 802.15.4-2003 and 

IEEE 802.11b based on FPGA. 

The controller is functionally 

simulated on Xilinx xc7z020 

FPGA chip using Vivado 

Simulator.[ 

3 Bajarangbali IEEE, 2016 The design and development of 

modified CRC algorithm for the 

hardware implementation on FPGA. 

The table lookup are combined by 

XOR operations to form the final 

CRC of the input data. 

4 P. Mathew IEEE, 2015 The hardware implementation of 2.4 

GHz Narrowband Physical Layer for 

WBAN based on IEEE 802.15.6-

2012 standard. 

FPGA provides the needed 

reconfigurability for dynamically 

adapting the data processing and 

transceiver functions of SDR. 

5 Z. Shen   IEEE, 2014 The FPGA works well under the 

condition with the LET of 39.6 MeV-

cm2/mg and the ion flux of 100 

ions/cm2/s without any mistake. 

The registers implemented from 

logic tiles and RAM blocks were 

SEU sensitive. 

6 U. Quadri, IEEE, 2013 A Field Programmable Gate Array 

based digital logic emulator capable 

of implementing Boolean functions. 

The FPGA implementation of the 

system and all the modules have 

been presented in support. 

7 A. Akagic IEEE, 2012 A methodology for designing high-

speed fully-adaptable CRC 

accelerators capable of supporting 

wide range of CRC standards. 

The Xilinx Virtex 6 LX550T 

board they occupy between 1-2% 

area to produce maximum of 

289.8Gbps with BRAM. 

8 H. Amano IEEE, 2011 A compact architecture of five CRC 

algorithms based on multiple lookup 

tables approach is proposed. 

BRAM-based approach is more 

efficient in terms of area 

utilization, but LUT based 

approach allows higher 

throughput. 

 

III.  CHALLENGES  

 

Cyclic Redundancy Check is an error-detecting code used for data verification. When you get this error message, it 

means there is something wrong with the files or the hard drive.  

The error could be caused by the file itself or the hard drive. Take a binary message and convert it to a polynomial then 

divide it by another predefined polynomial called the key. The remainder from this division is the CRC. Now transmit 

both the message and the CRC. 

 The recipient of the transmission does the same operation (divides the message by the same key) and compares his CRC 

with yours. If they differ, the message must have been mangled. If, on the other hand, they are equal, the odds are pretty 

good that the message went through uncorrupted. Most localized corruptions (burst of errors) will be caught using this 

scheme. 

During the literature survey some limitation and problem observed. These problems are mentioned here in form of 

problem statement. 

 Existing CRC approach has two steps i.e encoder and decoder so it’s become more complex. 

 Taking more elements to design or consume more area. 

 More power consumption during operation. 

 More delay or latency. 
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IV. CONCLUSION 

 

Cyclic Redundancy Check (CRC) is one of the most important method to detect the errors occurred during the 

transmission of any data. Errors are detected in communication due to internal and external factors. This paper review 

about the various researches in the field of error detection and correction approaches. Previously the CRC is designed for 

CRC-8, while the system on chip speed is maintain with higher bits. The future work will be based on design of CRC-16 

with performance improvement. The FPGA area (no of elements in xilinx), latency and power is the key parameter of the 

further research. 
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